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Secure storage and processing of (personal) 

data 
 

With the arrival of the General Data Protection Regulation, the secure storage and processing 

of personal data by NHL Stenden has become even more important. NHL Stenden will always 

have final responsibility for its data and must therefore be in control and sure in the 

knowledge that its data are stored and processed in a secure manner.  

 

In principle, for the safe storage and processing of documents, data, and personal data, only 

the NHL Stenden storage services are used, including Microsoft OneDrive as long it is 

accessed via your NHL Stenden account. At these locations the data are safe and the files are 

backed up.  

For shared files, always make sure that confidential data are only accessible to authorised 

persons. Please check the read and write rights on files and folders.  

When storing special personal data, it is recommended to encrypt them (e.g. using 

BoxCryptor1). 

In the event that you must use a USB stick, external hard drive, your private laptop, or 

the public cloud2 for data storage, because there is no alternative, please observe the 

following security measures.  

General measures: 

1. Always use strong passwords3 on all systems, using different passwords per system. 

2. Always make sure your system is equipped with end-point protection4 (e.g. antivirus 

software). 

3. If possible, always activate the 2-step verification5 to access your data. 

4. Always encrypt the drives in your computer. Bitlocker6 is available for MS Windows 

by default. FileVault7 is available for Apple OS. 

5. Also protect your mobile devices (phone, pads) with a strong PIN.  

Storing data securely on a USB stick 

There are two ways to secure information on a USB stick. You can buy a hardware-encrypted 

USB stick (A) or protect a regular USB stick with special software (B). 

A. Recommended hardware-encrypted USB sticks 

There are many variants that are not all equally secure, so do your research. Some 

recommendations: 

 
1 https://www.boxcryptor.com 
2 https://nl.wikipedia.org/wiki/Cloud_computing 
3 https://www.onlinewachtwoordgenerator.nl/ 
4 https://en.wikipedia.org/wiki/Endpoint_security 
5 https://veiliginternetten.nl/themes/situatie/wat-tweestapsverificatie/ 
6 https://nl.wikipedia.org/wiki/BitLocker 
7 https://nl.wikipedia.org/wiki/FileVault 

http://eur-lex.europa.eu/legal-content/NL/TXT/?uri=OJ:L:2016:119:TOC
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• The Ironkey Basic S250 is approved by the government for storing confidential data. 

• The Kingston DT 4000 encrypted USB stick is a good and cheaper alternative with an 

acceptable level of security (FIPS 140-2 level 2, strong encryption, strong housing, 

limited login attempts, enforcement of strong password). 

The Ironkey USB stick is better because additional physical security measures have been 

taken. Cheaper hardware-encrypted USB sticks, such as the Corsair USB stick, are often less 

secure. 

Please note: More secure USB sticks destroy the data after several incorrect password 

attempts. If you don’t have a backup of that data, the data is lost!! 

B. Software to secure your USB stick 

You can also use disk encryption software8: (e.g. VeraCrypt). This has some disadvantages. 

The use requires more knowledge and effort, for example. Another disadvantage is that strong 

passwords are not enforced. This is a feature of the recommended hardware-encrypted USB 

sticks. You can also choose to protect only certain files or folders on your USB stick, for 

example with AES Crypt. 

Use of external hard disk and/or own laptop. 

Use of an external hard disk and/or your own laptop for storage and processing of NHL 

Stenden (personal) data is only allowed if these are provided with disk encryption. Both MS 

Windows (Bitlocker9) and Apple OS (FileVault10) have a standard option to set this up easily.  

Dropbox and other public online storage media. 

In general: Without encryption, these may NOT be used for confidential NHL Stenden 

information 

Dropbox, as well as the other public online storage media, should in principle not be used to 

share important and/or confidential information.  

If there are no other options and you still need to use Dropbox or similar, you must always 

encrypt the data. 

Please note that these types of providers increasingly focus on matters such as security, 

backup, and availability. However, there are disadvantages: 

• Public cloud services such as Dropbox are U.S. companies under U.S. law and 

therefore do not automatically comply with Dutch and European legislation 

concerning protection of personal data. 

• Files are encrypted, but not with end-to-end encryption. It is therefore still possible for 

third parties to access the files. In principle, you may assume that a supplier will 

always access the files. 

 
8 https://en.wikipedia.org/wiki/Disk_encryption_software 
9 https://nl.wikipedia.org/wiki/BitLocker 
10 https://nl.wikipedia.org/wiki/FileVault 
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• Verification files, which are required to access the data on a cloud service, can be 

transferred to another PC. This way, unauthorised persons can still access your files 

without knowing the login details. 

• NHL Stenden cannot offer any help or support in the event of data theft. 

The use of public online cloud services is strongly discouraged for the above and other 

reasons. If, for any reason, you still want to use them, be sure to use BoxCryptor, which gives 

you control of the encryption.  

Send confidential data in encrypted form 

In principle, no confidential data - such as research data and/or personal data - may be sent by 

email. If it is occasionally necessary to share data, there is the option to use SURFfilesender 

in combination with encryption of the file. For further information, see 

https://www.surffilesender.nl. 

Send large and/or confidential files with SURF Filesender  

SURFfilesender is a secure service from SURF that is accessible with your NHL Stenden 

internet account. 

 

https://www.surffilesender.nl/
https://www.surffilesender.nl/
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