
Online review, Proctoring and Privacy  
Online testing and surveillance via Proctoring raise the numerous questions. The Data Protection 
Officer issued a (preliminary) opinion on this on 17 March, the core of which is given below 
(FG/oa/20200317/online review, proctoring and privacy).   

What does our image protocol say?  
The image protocol can be found on the privacy site of the University of Applied Sciences, accessible 
via the Privacy tile in the Start menu.  

Photographs and visual material for functional use in education 

19. These recordings have the following purposes: 
      a. educational development of students; 
      b. professional development of staff members; 
      c. digital distribution of educational material; 
      d. personal communication between the institute and students.  

20. For educational purposes, recordings can be made of students, for example in the context of 
their competence development, for recording a presentation with the character of a test, or to 
be able to provide specific feedback.  

21. No permission of students is asked for this: the recordings are made on the basis of the 
legitimate interest of NHL Stenden.  

22. The fact that such recordings are made is described in the educational material that students 
receive before the start of the educational unit in question (possibly in digital form). These 
images are stored securely by the study programme. Only staff members or third parties 
authorised by the study programme can access these images. The retention term is recorded in 
the data registers and tailored to the status of the recordings and the Selection List for 
Universities of Applied Sciences.  

With regard to point 22, I believe that the Executive Board can take advantage of the Coronavirus 
emergency situation to deviate from it.  

But... online surveillance = processing personal data  
However the real challenge is in the concept of 'proctoring'. The difference between physical and 
online surveillance is that personal data is processed in the second case. In my opinion further 
investigation and consultation seem to be necessary on this point.  
For digital testing, however, the following reasoning can be applied in relation to the image protocol 
and the GDPR.  

• The fact that we supervise regular tests and thus keep a close eye on students is acceptable 
to everyone.  

• The fact that we do the same for digital tests should, basically also be acceptable.  
• The student must of course know HOW he is being watched and THAT he is being watched. 

In principle, this is not different from any other form of legitimate camera surveillance. 
Legitimate camera surveillance never takes place based on consent. 

• When an educational institution performs digital testing, digital surveillance is a logical 
implication.  

• NHL Stenden University of Applied Sciences applies this digital surveillance based on its 
legitimate interest (GDPR, Article 6.1(f)) and therefore NOT on the consent of the individual 
student. 

• Remain the conditions relating to data minimisation and data retention. We need to make 
sure that the images are not used for anything else and are kept safe (no longer as 
necessary!).  



According to this reasoning, in principle, there would be no obstacle to proctoring if properly 
applied. Contra-arguments might be:  

• the far-reaching method of surveillance (‘God's view’), which is also - even if only briefly – 
stored; it might be considered as a visual violation of the physical integrity of a human being;  

• the reliability (when I sneeze in my elbow, the computer says I'm cheating)  
• the reliability of the system and its supplier.  

A DPIA is therefore a necessary first step in all cases, as well as good agreements with the supplier 
resulting from this, if necessary, in the form of a processor agreement.  

A PIA or DPIA is a Data Protection Impact Assessment. NHL Stenden University of Applied Sciences 
has a digital tool for this purpose. With such a PIA the privacy risks are mapped out, as well as the 
measures needed to mitigate them.  

An external expert was consulted and mailed in response to this advice.  

Your answer seems wise to me.  
I agree with the need for a PIA.  
This is indeed camera surveillance. I refer you to what the AP (the Dutch supervising Data Protection 
Authority) has written about it.  
The comparison with the regular situation (an invigilator present in the examination room) seems to 
me a good argument for the position that the "online version of surveillance in examinations" (online 
proctoring) does not imply an objection from a privacy point of view in advance.  
‘SURF’ wrote a white paper a few years ago about "online proctoring". This may help you with the 
DPIA.  

 

 

 

 

 

 

 


