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PRIVACY RULES 

 

Guidelines for the handling of personal data of students at vo, pe, and mbo by NHL 
Stenden University of Applied Sciences students and staff. 

As a teacher in training you will learn a lot about your students. Be aware that you must handle 
these data with care. Privacy is a fundamental right and, like the right to education, is enshrined in 
the European Convention on Human Rights. Since May 2016, strict rules apply throughout Europe, as 
laid down in the General Data Protection Regulation. These rules come with sky-high fines. But 
regardless of the fines, as a school and as a teacher in training, you don't want student data to be 
out in the open because of your sloppiness. 

So handle students' personal data with care.1 This means that you may not pass on or disclose 
these personal data.  

You should pay particular attention with regard to your internships, observation reports, and 
research. 

Please follow the rules below: 
1. Before starting your internship at the internship school, ask whether there is a protocol or 

similar for the handling of personal data and whether there are rules for photographing and 
filming students. The internship school is responsible for the personal data of the students. 
You should therefore comply with the regulations of the internship school. 

2. Always inform the internship school (management or the internship school supervisor) of 
the purpose of the student data (composing an observation report, research topic, et 
cetera). Why are you doing this? How will the data be used? Where will the report end up? 
For students under the age of 16, parents must give their consent for the use of their 
personal data.  

3. Pseudonymise the student data in your assignments or research. Ensure that students are 
not recognisable Do not use the real name (you can name them student A, B, C, et cetera), 
nor a photo, and do not mention any striking characteristics in your report through which a 
student can easily be identified.  

4. Observation reports and research based on data or observations of students can only be 
made public with the permission of the internship school. 'Making public' also involves 
inclusion in the Knowledge Bank for Universities of Applied Sciences (via the media library).  

5. Determine the purpose of your research and request and process only the personal data 
you need to answer that research question.  

6. Never ask for and process more personal data than you need for your research or report. 

                                                           
1 Personal data concerns all data that discloses anything about a person. Name, address, place of residence, 
date of birth, email address, IP address, profession (including that of parents), medical data (blood type, 
absenteeism, dyslexia et cetera), political preference, hobbies, friends, report and test grades, diagnoses, 
religion, skin colour, eye colour, shoe size, photo, fingerprint, telephone number, et cetera. 
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7. In principle, you do not ask for or process any special personal data, such as medical, ethnic, 
religious, political, trade union, sexual orientation, sexual behaviour or gender data, nor any 
personal numbers (such as the BSN). You may only use this information under strict 
conditions if your research is specifically related to this and if you have permission from the 
programme coordinator and the Data Protection Officer. 

8. Keep the raw data of your research (the basic data) separate from your research report (and 
do not include them in an appendix to the report). These research data should be destroyed 
one year after completion of your research as a student, unless the study programme 
decides otherwise. 

9. Do not disclose student data through social media. 
10. Never share your research data with others. 
11. Observation reports in your digital portfolio should only be accessible for your assessor and 

your internship school supervisor. 
12. For other reports based on quantitative research or research based on information from 

respondents, you determine in consultation with your supervisor and the school whether 
the content is considered confidential or public. 

13. You have a big responsibility: Both the internship school and NHL Stenden can be 
confronted with high fines, claims, and reputation damage if data of students are disclosed 
by you or by us. 

14. If you suspect a data breach, report this immediately to your internship school or, in the case 
of NHL Stenden facilities, to the NHL Stenden Hotline for Data Breaches. 

15. Submit this privacy protocol to the management and/or the internship school supervisor of 
your internship school.  

If in doubt, consult the person who supervises compliance with the privacy rules at NHL Stenden - 
the Data Protection: Officer: fg@nhlstenden.com 
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